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MAY 31,2022 | STATESCOOP

Officials in Portland, Oregon, said last week that the city recently lost $1.4 million to fraudulent
activity when a malicious actor gained access to a government email account.

The city’s Office of Management and Finance said Friday that the “fraudulent financial
transaction” occurred in late April, but was only detected May 17 when the same account
attempted another transfer of funds. While officials have said little else about the incident,
they said it appears to stem from an email scam.

“Preliminary evidence indicates that an unauthorized, outside entity gained access to a City of
Portland email account to conduct this illegal activity,” a press release reads.

The city said the incident is under investigation by the FBI, U.S. Secret Service and the Portland
Police Bureau.

.


https://www.portland.gov/omf/news/2022/5/27/city-portland-identifies-fraudulent-financial-transaction-launches-cybersecurity
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MAY 21, 2022 | EDSCOOP

Network logins and VPN credentials from numerous U.S. colleges and universities are widely
available for sale on cybercriminal forums operating out of Russia, according to an FBI alert
issued Thursday.The alert warned that a “multitude” of U.S. schools were featured on these
sites as of January, with malicious actors selling directories of stolen credentials for hundreds
or thousands of dollars. Harvesting VPN credentials and other login information is often a
byproduct of ransomware, spearphishing or another attacks, the FBI said, laying the
groundwork for identity theft or future cyberattacks.

The FBI alert reminds colleges and universities to take several familiar protective steps, including
ensuring that operating systems and other software is updated, implementing multi-factor
authentication on as many services as possible, especially VPNs, and requiring strong passwords.

.


https://www.ic3.gov/Media/News/2022/220526.pdf
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From: on behalf of ne ha A azonem ai 1 re‘§§5/01/2014 7:55 PM
To <+ (note.trﬂg}m SINgpALIN: Amazo*u)

Cc

Subject: Suspension

amazon.com

e —— Generic non-personalized greeting

Dear Client,

YWe have sentyou this e-mail, because we have strong reason to belive, your account has heen used by someone
else.ln order to prevent any fraudulent activity from occurring we are reguired to open an investigation into this matter.
We've locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.

To confirm your identity with us click the link hellow:

hitps v, amazon.comiexeciobidosisign-in.html

Hovering over: the link reveals, it points:to.a;non-Amazoen
site - "http://iredirect-kereskedj.com"

The Amazon Associates Team

Sincerely,

1896-2013, Amazon.com, Inc. or its affiliates

b 30
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Pepirel]

Dear valued PayPal® member

It has come to our attention that your PayPal® account information needs to be
updated as part of our continuing commitment to protect your account and to
reduce the instance of fraud on our website. If you could please take 5-10 minutes
out of your online experience and update your personal records you will not run into

any future problems with the online service,

However, failure to update your records will result in account suspension,
Please update your records on or before August 30, 2006.

Once you have updated your account records, yo
interrupted and will continue as normal.

To update your PayPal® records click on the follc

bttp://www.paypal.com/cgi-bin/webscr?emd= log

Thank You.
PayPal® UPDATE TEAM

Accounts Management As outlined in our User Agr
periodically send you information about site chang

Visit our Privacy Policy and User Agreement if you
Llwww - w 44 =p/qgi

awy
22
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Phishing > mXnx1T1 -

Thu 11/17/2011 5:30 AM

{E 0 [ \;;—source:Un(Itled

(Q- Google

QOmnlWeb Help ‘ The Omni Group ‘ Apple ‘ Mac 0S X f’f‘] Omni Products “¥7? Yahoo! . spamweb quamCop DNS DNSstuff
\ IronPort™ Threat Operations Center ‘ RFCs \X/ Wiki-SPF ‘ Times xword ‘ Telegraph xword E] Google ‘ Forced matrix BS

eBay sent this message to burliss pierce (iroc92).
Your registered name Is Included to show this message originated from eBay. Leam more.

a\

Question about Item -- Respond Now

eBay sent this message on behalf of an eBay member through My Messages. Responses sent using email will go to the eBay

member directly and will include your email address.

Question from trlbch
tribch( 2377 4 )

Positive feedback:
Member since:
Location:
Registered on:

99.7%
Jun-14-99

CT, United States
www.ebay.com

Item: DELL Inspiron 9400 E1705 DUO 1.83 1GB 100GB GO 7800 256 (250001996470)
This message was sent while the listing was active.
tribch is a potential buyer.

Hello, Did you sell the laptop or someone has put a fraudulent listing? If you Respond to
are still seller tell me the buy it now price. Thank you

Thank you,
eBay

Details for item number: 250001996470
Item title:
Item URL:

End date:

U Marketplace Safety Tip

Always remember to
complete your transactions
on eBay - it's the safer way
to trade.

Is this message an offer to
buy your item directly through
email without winning the item
on eBay? If so, please help
ake the eBay marketplace
F afer by reporting it to us.
and are against eBay policy.
Learn more about trading
safely.

Is this email inappropriate?
Does it violate eBay policy?
Help protect the Community by
reporting it.

]

O]

W

http://cis.technion.ac.il
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From: Rahn-Lawler, Deana <Deana.RahnLlawler@henry.k. Sent:
To: undisdosedrecipients

Cc

Subject: Email Security

You have exceeded the storage limit on your mailbox.
please Copy/click the below link and fill the upgrade form.

http://system-administratoroffice 01.tk/ <http://system-
administratoroffice0l.tk/>

System Administrator
192.168.0.1

Disclaimer For Henry County Schools

"The information transmitted is intended only for the person or entity to
which it is addressed and may contain confidential and/or privileged
material. Any review, retransmission, dissemination or other use of, or
taking of any action in reliance upon this information by persons or entities
other than the intended recipient is prohibited. If you received this
message in error, please contact the sender and delete the material from all

computers."

This original email was sent to the internet for delivery at 17 Mov 2011
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Ransomware is a type of malware that prevents or limits users from accessing their system. This
type of malware forces its victims to pay the ransom through certain online payment methods in
order to grant access to their systems, or to get their data back. Some ransomware encrypts files
(called Cryptolocker).
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