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Manipulation of dynamic Open SQL (Open SQL Injection)

Manipulation of SQL statements (Native SQL Injection)

Manipulation of dynamically generated ABAP code (ABAP Command Injections)
Injections of operating system commands

Potential unauthorized access to directories and files (Directory Traversal)
Insuffient authorization checks of user administration bypassed

Potential back doors

Possible attacks using Web technologies
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Manipulation of dynamic Open SQL (Open SQL Injection)

'NN1'T WHERE-Q wIn'w

021NN NIN2 NN 7' TN 1wann 122a1,0R 112 0'9011 O'NIN NPITN? NQ7WN NN QUIN NMNIT ANIXA WHERE-1 win'wn
12N N7 NIN2 N0N7 01N DAY7vaY

NN L7 NIPITA UNA? DINHDAN 1IN ,ND N7Y 2N, MNIT WHERE-Q [N1IY 220 WIN'YN NN NTNAN7 KIN HRTRD [INNan
\WHERE-? 12vIny bopuin v

win'win 2wn? TIpn NPT N DI0N? NN 2V 'CL_ABAP_DYN_PRG' CLASS-N 2¥) NIMNAINDIIN] WIN'Y NIYY7 y71nIn
:NDAIT? NIXY19'170 UNA? NNWAR NNDIN 1221 WHERE-N NTIRAa 737 0w NQ'0In QUOTE nTiNNa

PARAMETERS: column TYPE c LENGTH 30,

value TYPE c LENGTH 30 .

AT SELECTION-SCREEN .

TRY .

cl_abap_dyn_prg=>check_column_name( column) .

CATCH cx_abap_invalid_name .

MESSAGE 'Not allowed' TYPE 'E .'

ENDTRY .

START-OF-SELECTION .

value = cl_abap_dyn_prg=>quote( value ) .

DATA(cond_syntax) = column && " =" && value .
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,NNAITA 12 QUOTE NTINNA WNNWA 871 "LH' OR CARRID <> 'LH" 77UN NN value NINWNY D211 NT'NA,N7UN7 XNAITA
:N223 NINT'M7? DB WHERE? DN
.N72DN 22 NN TN 2N N1l "'CARRID = 'LH' OR CARRID <> 'LH"

NTINNA WIN'W NWUIIWKRD |FILTER NTYY DA TI 2¥ NpIth UXAZ [N1,7'W7 NNAITN 1N 'MIKIT WHERE-1 win'w? nnima
.NIT AW INNAN N9 DA .CREATE_QUERY

.HAVING-7 DA NP'TAN NNIN NN UXA7 AT :N0UN
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UPDATE NITIp92 'INI'T SET-A win'w
19X N7 |9IN2 0'9D12 0D 7Y 1AY 221 TIR PITNY NAN 20U MN2'T SET-1 win'y NIYU7Z 2170 1HININIDIE 9pin

TIX W OKR N ,0PEN SQL-1 NNDARN NIYYA 73 1IN INIQ NIMIKIT K21 NITDLO SQL NITIPAA WIN'Y ,0TIPN V07 NNITA
.97 INNI7Y 1197 DOHPLN NN PITA7 WITI,MNIT SET-2 WIN'Y NIYYY

.'CL_ABAP_DYN_PRG' CLASS-N 7w QUOTE NTINNA wWNNYN? KN NX70NN N9 02

NDAIT

DATA(set_expr) =

COND string( WHEN name IS NOT INITIAL

THEN * NAME && " =

cl_abap_dyn_prg=>quote( name ) && (

COND string( WHEN street IS NOT INITIAL

THEN * STREET && =

cl_abap_dyn_prg=>quote( street ) && (

COND string( WHEN city IS NOT INITIAL

THEN " CITY && ™ =

cl_abap_dyn_prg=>quote( city ) && (

COND string( WHEN postcode IS NOT INITIAL

THEN " POSTCODE && " =

cl_abap_dyn_prg=>quote( postcode ) .(
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(UPDATE/INSERT-2 |NI SELECT-2 ) 'AN2'T 0720 DWA wIn'w

NI NXI9 RNDAIT .N2IWNA NNNK NIN?AD7 YN T NPT =20 NI (110 TNENA 2100 MINIT N710 DY winw
JropTn 0'wnnen 2w 0'o1a A'win? Nan %y nahva winen

.D'971Y 1INY N7 102177 [ARI (122 KIN DAY 1IRY 17200 DY DIRTIN 13X 12 RTIZ 02X 1IN ,DMTIpPN 01907 Nnima

YIN'wN NN Npna.'CL_ABAP_DYN_PRG' CLASS-N 1NN NIIY QNT21I NITINANA WIN'Y NYU1 ,NINNRD NN UNA7 NN 7y
JINNR NITINNA IR QWU 12711021771 X7 QUOTES NTiMNA

NTINNA wIN'wN "YU N12NY 10710 Package-1 INXN NNIEN72D NIN URNY DOHLNY NPITL UNID NIWNT
01N 7% NPT UIINY 2210 72 "IN Package-1 N' ONNI D' 07200 OW OXN PITAN NTINNN ,CHECK_TABLE_NAME_STR
A NPOIV NRONNY NNY DNIWH K7W DMINNN

NDAITY

dbtab =to_upper( dbtab ).

TRY.

dbtab = cl_abap_dyn_prg=>check_table_name_str(

val = dbtab

packages = 'SAPBC_DATAMODEL.) '

CATCH cx_abap_not_a_table.

out->display( 'Database table not found').

LEAVE PROGRAM.

CATCH cx_abap_not_in_package.

out->display(

Only tables from the flight data model are allowed.) '
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. CHECK_WHITELIST_STR-I CHECK_WHITELIST_TAB NITINNN N1TUA Whitelistd wIN'Y T-%0 NQDI1 NIXTHI1UX]Y [N QDI
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NITINY 7¥ D'"INYI'T NINWA wIN'Y

TWND DA .NQ'7Y7 DA IN DMNK NN PMTN7 1Y D1IA7 TWaN? 01217V N, NITINY 72 0'MNT NINYA win'y Nua
T2 (“COL1 AS COL2“) NQWN M2 OWN 1WA WNNYNy 2190 9pinn,INTO CORRESPONDING FIELDS NTIH9a D'wnNwn
N'H NTIRY 1IN7 NYWTNN NTINUA DN 1'TNNY

NITINAN NNN NITUA NINTUNAY [N YIRS NIYAINN NITINYN NINY NN 92100 WHITELISTA WNNWN? NN nx7nnn
. CHECK_WHITELIST_STR IN CHECK_WHITELIST_TAB

NDAIT?

DATA(whitelist) = VALUE whitelist( ( 'STRING1" ) ( ‘STRING2" ) ( 'STRING3" ) ).

TRY.

p_input = cl_abap_dyn_prg=>check_whitelist_tab(

val = to_upper( p_input )

whitelist = whitelist.)

CATCH cx_abap_not_in_whitelist.

cl_demo_output=>write)

* Only the following strings are allowed.) '

cl_demo_output=>display( whitelist ).

LEAVE PROGRAM.

ENDTRY.

.GROUP BY-7 D2 N{?'TAN NNIX NIN UXA7 w72 :0Wn
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Manipulation of SQL statements (Native SQL Injection)

NIWA NP'TA DIY N77 DININ 0'017 LOHLI NINYW NITIPA 1'aun Native SQLA win'wn ,Dynamic Open SQL 2 win'w/7 712101
09922 wNNw1,N1M2 'R DTN L7722 Native SQLA win'y NiwYY X7 KN NX700N 127 12100 MR NMIVAYA 2/Tan 127 .0%p17arn
NITT NN 7Y TP WIN'W NIYYY QPINND VN7 73 DINAN

.N919YN N2 XN PR T2 IN WRNWAN =20 22pNnY DOpLA wIn'y Niwyy I'v 1

NN v Class CL_SQL_STATEMENT-2 SET_PARAM N'Xpi191 wIN'YI,PITIYW |20 DMANIIT DINWNY N12Nd ?-A i .2
.DINYNN 7Y NN VRPY

:CL_ABAP_DYN_PRG Class-n 7& NINAN NITINAN DY L7 NPT UN17 W nahew? D121W ninwn 717 .3

ESCAPE_QUOTES

QUOTE

CHECK_CHAR_LITERAL
CHECK_INT_VALUE
CHECK_VARIABLE_NAME
CHECK_COLUMN_NAME
CHECK_TABLE_OR_VIEW_NAME_STR
CHECK_TABLE_OR_VIEW_NAME_TAB
CHECK_TABLE_NAME_STR
CHECK_TABLE_NAME_TAB
CHECK_WHITELIST_STR
CHECK_WHITELIST_TAB

:Native SQL-2 win'wa 0112'0N

(Open SQL? NnIT1) N2WN2 VTN NIYY INITNN? Nan v SAL Injection vixa
N21IUNA 021N1 121 NIYY Nan 2y DDL Nimipa ynin? nan v SQL Injection vixa
121 NN0'0 DI, YNNWN NN 2217 DRININ 0021 7w APl 7'wan nian v SQL Injection vixa
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Manipulation of dynamically generated ABAP code

(ABAP Command Injections)

TR 217'N2 wiN'y) 922 .0'27T7 19002 17T TIR YN 12NINIDIO 9PIN? TWaNy 2170 NMNAT 221NN TWR ABAP TIpa win'y
JINIMIPAN VAN TIPA 270 72 7Y NIQHN D7) NIPTA UNIT WK

2277 TIP ND1INY DTN
22NN TIPN DY TR YA AT TIP PITR? N1 GENERATE SUBROUTINE POOL-I INSERT REPORT 2 WIn'win NUA
NIDWNA DA N TIN 22 Y21 XY 912 qpInn RFC_ABAP_INSTALL_AND_RUN NN wIR'wR NV .2

Nipnnn
(Open SQL 9'WD NNY) Internal Table YuUn 'MXYI'T WHEREQ win'win Nua - .3

[27 .]221N2' DN NNWAN NPT 9IPVU21 N2IUNA N71V4 22 YN QRimY 1wan? 07190 1IN NRIYRIN 01277 Mea
.TNI'A N2IVYAY D72 0'DI2IN DHYRIDOPL 02 2V AN NIA'WNN

.CL_ABAP_DYN_PRG CLASS-N NN N'XT21N NITINNA wIN'W M [2 03 NWU1 N2ANN NN

Injections of operating system commands

(0S Command) N7Van N2WN NITIP9A wINn'Y

N 12 NIYYY 'NETINA (2101 172090 N2WN NITIH9A wINwn

7N NTIPAN DN .DYTN NTIPG 172 DY ,SM6E9 0T NN wIN'Y NIYUY YHINK wIN RINAY [N X7 D2 D'NN 0Npna
NIXPI7aR MW DNPY N709N NDWN 7Y 210 727 0'pin?

[N NI NNXIN NUA TN NTIHRA7 NAY'Y 0NLNIQ X7 NI DT
NIQTUN (221 N1 TIV 21010 12990 N2WN NTIPA? TIipnn DNLNI9 NNAWNA WIN'WN ,‘Additional Parameters Allowed’
.[ND7 X7 NN
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NITNNA win'y v DNAVINY 0NLNIAN 22 NN PITA7 WIT1,N12IMNN 01DN19 DAV [ARINT 1IN D1)ENTNA

7V DDIANY 7191 Function Module 2 Np'7aN NX OWY7 Y7010 I N .CL_ABAP_DYN_PRG CLASS-N 1IN0 NINT21N

NTIID NWUN? )2 .SM69 7IN2 ‘Check Module’ N NNN Function Modulen DY NN |''¥71 ,SXPG_DUMMY_COMMAND_CHECK
YUN NPTAN,NQ'NALYIN M NI XY

OPEN DATASET Ntua D'¥2p7 Nwn OS Injection

.OPEN DATASETN NTIpan p7N2 FILTERD wiN'y D'WIY OX N7N TIj NPITAY7 (120 0'p X7 120900 N2WN1 0Nap7 nena
0S 7 D'AIYN 12X 1221 N2V9NN N21UNY7 FILTERN NTIR92 12VINY VN NN PIPE-Q 1WNY7 SAP-7 011X FILTERD wInN'win

.Injection

.OPEN DATASET NTIan {77N2 FILTER] WIN'Y NIYYYT |'N

Potential unauthorized access to directories and files (Directory Traversal)

File system-7 N1 yalpin DY 7V 'X71990

N2WNA NP IR D¥AP7 NWA7 7221 YAIpn DY 2V 071910 12090 7 1120 NN JwNna NIDNann NITIR9 winwa
SAP-N 'WNNYN? NnW NIMY NINR N2 DNYRY n2vann

OPEN DATASET o
DELETE DATASET o
CL_ABAP_FILE_UTILITIES CLASS-1 CREATE_UTF8_FILE_WITH_BOM NTMAN e

YWNNWN7? K71 FILE N'¥PTIILN T Logical file 2 wnNwN% X' NX720100,2" 10 NITIRA? DNy 0NLNn1an v jan? nan 7y
W2 210" Wnnwnne My yalp ova

YNNWN7 |21 Whitelist 210 78 WNNwNn N2 IMINY 2NN DK PITA7 YL yaip 2w 0w 1INA7? wnnwn? NN Wit nTna
.DPIN DN NN IN VAP OWY NTI7 NIN 2V FILE_VALIDATE_NAME n'¥palod

Y2UIPN DY ITNN INNY Logical file name 2 wiN'w2 DA T NP9 WNNWNY Y7o1m
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Insufficient authorization checks of user administration bypassed

NNRXINN NP'Ta AUTHORITY-CHECKA win'w

VIXA7 NNYIN W UNNYNYT OXN PITA? WAT,BAPI 1T N7W 1Y [QIND (DA IN INMP) 012IM27 WA 197 ,UaXN 770]
J'wnin?) N'a7 210971 SY-SUBRC -2 NRXINN NN PITA7 |21 INKY T AUTHORITY-CHECK DV UNANN AN Np'Tan .N71uan
.(NnaNn NN poan? IX

NNDAN NINPINA WIN NN NNXINN NPT

NNAN NITINA INN? K71 (SY-SUBRCA 7W/N7) NRXINN NN 20 INKY TN PITA7 2 ,NINAN NNDAND NINPAIDA WIN'Wn 1NKY
NRNINN 72 770N NN NIRYY NIZI7UY NIXY

AUTHORITY CHECK e
AUTHORITY_CHECK_TCODE e
SU_RAUTH_CHECK_FOR_USER e
VIEW_AUTHORITY_CHECK o
FILE_VALIDATE_NAME o
AUTHORITY_CHECK_DATASET
AUTHORITY_CHECK_RFC o
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(7'van wnnwnin X7) 10K wNNwn? nkenn npa

N'N192 wWIN'wN IN FOR USER NQ0IMNI AUTHORITY-CHECK NTIp9d win'win -9V INKR WNNWNY? NNYIN |7I_I'1'7 [T
.SU_RAUTH_CHECK_FOR_USER

ATINN 212 YN 1NRY WNNWN? nkwIn NN OXN PITA7 0NN L7907 N w1 20 winwin

NITWA .NTIPA7 1AVINY YWNNWNN 2w 7Un 20 N'X7219'10 UN17 1212 WNnwn? winTna o'y 2"1n win'ea |10'on
N N7 OX DX NNYIN DNMHYIWN? DTIRA7 DINA7 NI NIN2191In

NI TN WHITELIST 210 28 NTIPQ7 12V 1vUn DX pImo w27

YW 210N NN DA ARYANN NN PITA? AT ,7'W7 NNATA L9010

.syst-uname IN sy-uname NN 1DN19] 1'AUN7I1,FOR USER NADINA WNNWN7? WITI K2 ,7'VaN0 wnNwnNy NnNYIN N1

CALL TRANSACTION 1 vINn'wa NIRYIN NPT

N7 IN DIXPTIIDN N2UAN 2V IRYIN NIPITA UNAT wIT1 ONN TN @ CALL TRANSACTION NTIRO D'WNNYA 12X TWKRD
NININ NIQDINNN NNX MU UNINN ND7NNN

e  WITH AUTHORITY-CHECK
e  WITHOUT AUTHORITY-CHECK

NI72,N¥PTILN N7VAN 2V NPITAN 2V PR NUIAYN Naoinn

N'XPTILN OW DY S_TCODE LPMAINN NPT »
SE931 NIXPTINL7 ITANY NRWINN DPMAIR - e

NINPTIL 2'WAN7 AT TINA DAMN 0NPNRA 1 ,WITH AUTHORITY-CHECK NO0DINA wWNNwN? NIMY N2NxX 2TNnn n1na
JUNEINN NPT N
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Potential back doors

Hard Coded D'wNNWN NINWA WIN'W

NIM? NMINK YNNWN NTIR? 2'0NY7 212! QI NNAT? .07NR'NYIDI9 09PN wWnwn DMYU7 TP D'WNNYN NINYA win'y)
.Y D709 UNA7 NIN YV DTN WNNWNA WNnyns NIDA2I NRMON NN

TIPN M2 D'WRNYN NINWA wINY NIYY7 ['N
Hard Coded DM NINWA WIN'W

A2 NN IR VTN AN QPIN7 1TYY 21901 N2WAY NIPTA %Y TIp (n0N 772 70172 TIipn N2 D'NIY 7Y NinvA winy
TN M2 DMIY NINYA WIN'Y NIYYYT '8

(CL_ABAP_SYST=>GET_HOST_NAME IN SY-HOST NN2IT?) 'DAI770 NIWN 0¥ NN 1'TNN7 212" INW72 AP ONN PITA7 N3
Hard Coded (SID) NIDWN NinvA win'w

A2 DRI IIRY YT AN 9RIM7 21TY7 21901 N2WIY NIPTA 2 TP (70N 272 072 TIpn JIN2 NIDIWAN NINYA winw
STIPN N2 NIDWN NINWA WIN'Y NIYYY 'R

(FILE N'¥pT1LA 0'INYNA wIN'Y 72n%) N2WNN OY NN ITANT 2120 INW22 APLIN INTNAIDDPA (121 WIN'Y ORN PITAY N3

Hard Coded - Clientn 19001 wIN'w
A7 NN 1R VT AN 9pIn7 1T 21701 N2WAY NPT 7Y TR non %92 7172 Tipn iNA Client-n 19002 win'y
TN M2 Client-N 19002 WINY NIWYY [N

FILE N'¥PTINL D'INYNA WIN'Y 2wNn7) N2IUNN OY DK 1NN 712 INW72 APLIX DINTMIDOMA |11 WIN'Y ONN P17 N2
(SY-MANDT IN



INIVOD 10100 110N - PIDVN
TECHNION -ISRAEL INSTITUTE OF TECHNOLOGY

VT niDvni Aivnn fax

Hard Coded NINND'O1 WIN'W

winY NIYYY |'N 127 .07p2a1 21017 NIINKI X271 N2VUN2 DN 0'YRNWNY? NISIYN TIpn N2 NNNYI 1WN NINND'O
002N NRMPA,WNNWNN -2V NITNA,INXY TIPA NN NN0'0N OK 2 12131 NAI0N .N1IX DIYA Hard Coded NINND'OA
JNNK 17222 IN D2IMIaN

NIQXININIAN NN NIKNDON NIK INIY WK (12221 ,Security Store -N NIVXANA XN YITIY |21 NIKNDMOA 1210 YINWN
J'9INQD NNYIN 197 DNIN 72777 1waNnl

.]AIN 271 Secure Store-1 WIN' NYIV (SM59) NIWNATAIN 1AM WIN'Y

Possible attacks using Web technologies
cross-site scripting (XSS)

(JS2wWnN%) TP P V7PN 122 WNRNWNAN NN 207 217V (121 RFC,GUI-NN) 1IN D7) 78 JNN0ONY MNI'T HTML NMAa
OV YN YNNwNY viann T nuY

NN HTML? 121V RINW 197 07PN 20 INW722 TIAW IN NPT UNA7 wATL 198D DR VN7 M
IXPIZ9RN A0 197 NINTNIYWYZ NI N2IDN NINAIND NN (N2

:NAITY ,forceEncode 1DNI92 WIN'WN MV 19RA72 ENCODING VIAjp7 [Nt BSP NIYpand

<% @page language="abap” forceEncode="html|url|javascript|css” %>

.887168 190n Notea NIt TIN%7 N1
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:DINNND 1IN N2 NOTAN 197 NIV NITINNA Win'y NIwY? NI, NNNR Web niryp2ana
:N7uni 7.31 SAP_BASIS niND12Q

:NNAIT? ,ESCAPE N'x¥p1191 wnnwin? |nn

out = escape(val = val format = cl_abap_format=>e_xss_ml)

out = escape(val = val format = cl_abap_format=>e_xss_js)

out = escape(val = val format = cl_abap_format=>e_xss_url)

out = escape(val = val format = cl_abap_format=>e_xss_css)

:NRAIT? ,CL_ABAP_DYN_PRG - CLASS2 wnnwin [N NI NI2INI NINDIAA

CL_ABAP_DYN_PRG=>ESCAPE_XSS_XML_HTML

CL_ABAP_DYN_PRG=>ESCAPE_XSS_JAVASCRIPT

CL_ABAP_DYN_PRG=>ESCAPE_XSS_CSS

CL_ABAP_DYN_PRG=>ESCAPE_XSS_URL

Redirect vixa

Redirect UIX'21 wnNwNN NX 207 2170 HTTP-n nwpa 7w Headern 27y 12'w IN/I Redirect VIN' 112U D72 2IN'ADYTNA WIN'Y
.NUIT K77 AINN INNY
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NDAIT?

DATA RESPONSE TYPE REF TO IF_HTTP_RESPONSE

RESPONSE->REDIRECT( LV_URL ).

RESPONSE->SET_HEADER_FIELD( NAME = ‘LOCATION’ VALUE = LV_URL ).

RESPONSE->SET_HEADER_FIELD( NAME = ‘REFRESH’ VALUE = LV_URL ).

02PN NN PITA7 W IR NWNT NRYPENTINALIZR NI7IVA VINAY Q1IN D72 WNNYNY N7 XN NX7nnn
AwiINn URLN DRN NPTIAY NTINR Ny Redirecta winy)?

CL_HTTP_UTILITY=>CHECK_HTTP_WHITELIST

.NTY 722 22007 AUNKRY 2NN 197 NIMT NPT UNAY? w Header 101y 9w 1w

Escape VIX'27? Obsolete NITINNA win'y

[N 110 Wi NI NAWING 87 CL_HTTP_CLIENT-1 CL_HTTP_UTILITY, CL_HTTP_SERVER :Classes-1 Escape NITMN1 winwn
.OWASP yTnn nnbaN PN NIMIY X7

.ESCAPE() n'x192 1IN wnnwny v
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Further checks

COMMUNICATION NTIp91 win'y

NTIPAN DX .NTIPAA NN NNDARN NIYA 7W2 SAP -2V wIN? NI IWIRD X7 COMMUNICATION NTIP9A wInwn
.'bI7N? COMMUNICATION NTIP92 wWiN'Y NIWY7? |'N [27 NI NIWTNN RFC-N NIXPAIG 19900

NIYAN NIN22D? M nwm

707 TN NIM? N2MX 17X NINYADY NWAN T2 D'WANWAN 21N NINYAD 112 NIYWIAT NIN7AD? DY NN UNATY 'R
NabuN D0'22PN 1IN NI'DITIVO NINPAIDL WIN'WNN P7N] .NIN?1D DAY DININ 2 NIYAIN 722 NITDITID0 NN
L121%2091IN1 TN Audit , NINEAN NPT 2w Npima
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ABAP Test Cockpit — ATC

T3 ABAP NniMain v Unit tests | (Code Inspector) NI'OLD NIP'TA YNIN7 Twannn SAP 9w framework X0 ATC
0'DTDILN 21011 NINGN NA07 ATCH 2 N7 NXADIN NIY! . TIPN NN DN 197
.DIP'M7 NINININANXDININIT? ,PTAIN TIH7 DN DI Y ATCH 1IN ,q00

MIPPLIIIN
ABAP Developer Quality Expert
2
A
oR oR
ABAP Workbench ‘

ABAP Editors g. ABAP Test Cockpit (ATC) —‘ci; Transport Managemant
Check ;
1
i (G ) (Gommon)
| L
! | t&%

| | | Code Inspector
" Checks

g o8
| SLIN Security
Checks

—_

ABAP Source
Code

.(se38, se37, se24..) NN NINPTILA TIp AN Workbenchin naraoa 1alv nnan
Code N NX NINTN (7R NIPTA . ATCNIR'TA ABAP Source Code N 1IN, 1Y QIR YN 2121 NNaNn NIN'GN DI'DA
.Unit testing 7w ni'Z nipnni (SLIN) nianin niprTa L, (Tipn NIAR) inspector

NININ D'OITNN NNNA NINAYAN NNN 722 7907 nnann 20 ,ATCa NINDY NIZIV TWND

SAP 7v) NX7nNN 19 2y Nk 2907 -

.pragma NIt NRDYWN NN TN -

w1 92K FOR ALL ENTERIES 1197 NN71 2200 NrTa 10N RnaIT? — false positive |22 nkawnn "iva"7 nwpi wnan? -
2NN NN NPT

D210 TINA NINAY NDAT? - 0K [NNA ['NY 110 "109"7 nwpa wnang -

ONN V' TAN7I Transport IN Task 1NNY MU NONIDIN XN ATCH NIPTAY VIape (N1 ,Source Coden NN nx1n 12710
N7 IX Transportn 1NNY 190N NN NNNIY NINDWN
J127UNN 7722 NN PTIAIWN MAIpn A N7 Na,qoh

ATCN N72van

SCI N¥pTINL — Code Inspector DILOP .1
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.AYAN NIP'TA 7w DO AW DAIDNA TNR 72 112VU1 UXANN7 NI7I2'Y NIPTA 10 N21n DI Code Inspectora
N2WN NITINA2 WINY ¥ ONNL'MAN'T select D' DX PITA7 [N ,UTNA NNDLAN AIDNA NIPYTA 1AV — NAAT?
UMNNY? X1 N2WN NTIRA DTN AV ,XDAT? NN DIRNNT NI 28D DIRTANN NN 22 .arnronp
10NN P IX NNTN,ANAY NN ONN YIAP7 NUTIN A0 22 112V 2212,9002

JIAN7 NIANNN VINTY? DIPA Y TNRNY 2102 X ,Y711 NIRITA DO DU SAP 7w D719 DINMINI 1Y)
AN NIPIND DINYNAN NIY2'NN 0NN DLOR7 NX11,0"'DITILD D'INYNAN NINY ONN NPYTA2 — KNAIT?

TIPA NINID 20 NQIIRND NN DK 112AN7 DX 12 2U1 VTN NNDAN 2V DT'9pN 127Y (12082 — NADI1 NNAIT

TAN TN IN) SAP 72 DEFAULT DINMINI N 79221 SCI N'YPTIND7 WA ,Code Inspector? WTN DINMINI 1IN 1722

(wn
Code Inspector: Initial Screen
[i]
Person Responsible [-
Inspection
Name Vers. 001
2 [ P ) Gl 5
Object Set
Name vers. | |

)
% [ i

Check Variant

Name DEFAUL
T 5
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1127 D1DANIIN Check boxesn NN (MDA N2MVY7 JONN NX NNA,DINMININ NAIXNA

Code Inspector: Change Check Variant

Li] &2 =
! = Beon 1
Check Variant |Cz/[zoEFaULT | Person Respons. BOAZR
BT [ |
Changed On 08.02.2022 Last Changed By BORZR
Description [New default variant |
[+| Public [ Extract-Based [JRFC-based

| Checks to Execute
(1In Reference Check Systemn
(®) Locally Available Checks

Selection A... | R.. | E.. | Checks
M= List of Checks |
v ABAP Dictionary Checks
yE30 General Checks
yE30 Cloud Readiness
y3 [ Performance Checks
y=0 Core Data Services (CDS)

Security Checks

DDIC: DB Tables (Logging Check)

Critical Statements

Find Specific Critical Statements

Dynamic and Client-Specific Accesses in SELECT

Dynamic and Client-Specific Accesses with INSERT, UPDATE, MODIFY, DELETE
Use of ADBC Interface

Client-Specific Shared Objects Methods

Invalid access to CDS views

PRPPPRPE
Fygayay

R EEEEE S
LI

NITIPAN 22 NN PITA7 NXI2 K7 XDAT?, (IR NPTAN NN D'NNN7 2210,pNN yNn 72U X7

[ Critical Statements

| calls
[¥|C-CALLs
[¥|SYSTEM-CALL
|¥|EDITOR-CALL FOR REPORT
[/ SUBMIT
[¥|CALL TRANSACTION

| Database
[v|ROLLBACK WORK
[v| Native SQL
[¥|DB Hints

Dynamic Program Editing
|| GENERATE ...
[_|READ REPORT
[¥|INSERT/DELETE REPORT
[_/IMPORT DYNPRO
[¥|EXPORT/DELETE DYNPRO
["JIMPORT NAMETAB
[ |EXPORT NAMETAB

ATCn DIvOp .2

197220 DILOPN 2V X721 Exemptionsn N7UAN |QIN 2V 77 |2 D192 JIAIND 7K (122220 NN O'RNN710D0PY7 NI ATC N'¥praIva
ATCH 7w

Basic Settings

117w wTNN DINANIG Code Inspectorn 72w NIP'TAN LININI NN NIYWY - -
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Master system-n N2 QAN N2AD NNV -
JIRXINN 721120 DMLY NIWHA NYWAN IWaN] - -

Exemptions

QAN N2'AD2 DNWKRNN NN NN PTNNA -

L TR e

ATCh nxn

:ATCN NN ABAP Workbenchi 7mn ynin? mn

Lo

wi= ZSr

= Create
v [l Change

3! Display

¢ Co

g opy...

v Delete

v [l Check

Execute

Write Transport Entry
Where-Used List
Additional Functions

Security course

Security code - abap command in
security code - dynami column na
Security test - dynamic table nam
Security code - dynamic where

Sarurite rada - dvnamic wshara

Display Object Directory Entry

Package Check »
ABAP Test Cockpit (ATC)
ABAP Test Cockpit (ATC) with...

N'DDOLD NN T [N INIX,NIRDY N'IT 22NN TN

ATC: ZSECURITY COURSE, ZSECURITY _TEST _ABAP_COMMAND, ZSECURITY _TEST _CO

@ m j.l Tin statistics View I

[ Repository Browser
| Z5ECURITY_COURSE [

B 1| (&) | [

Bl

- &= programs
» [ ZSECURTTY_TEST _ABAP_COMMAND
» [ ZSECURITY_TEST_COLUMN_NAME
» [ ZSECURTTY_TEST_TABLE_NAME
» [ ZSECURITY_TEST_TOKEN_1
» [ ZSECURITY_TEST_TOKEN 2
» [ ZSECURITY_TEST_UPDATE_SET

Security ¢
security ¢
Sacurity t
Security «
Security ¢
Security ¢

|| [§ Switch filter type ][ Unresolved Findings .|
~ ]

[l m e R - R (R o= e P e = STR[EE

Prio__|Check Title.

WL WL LWL RN NN NN

|Check Message

Search problematic SELECT = Existance check. No fields usad

Search problematic SELECT = Existence check. No fields used

Search problematic SELECT ~ _ Existence check. No fields used

Extended Program Check (SLIN) BREAK-FOINT statement

Extended Frogram Check (SLIN) BREAK-FOINT statement

Extonded Pragram Check (SLIN) BREAK-POINT statemant

Extended Program Check (SLIN) BREAK-FOINT statement

Search pi SELECT * evaluation. ...% of fields used
Extended Program Check (SLIN) Text element missing in a character string
Extended Program Chack (SLIN) Text element missing In a character string
Extandad Program Chack (SLIN) Text slement missing In o charactar string
Extended Program Check (SLIN) Text element missing in a character string
Extended Pragram Check (SLIN) Text element missing in a character string
Extended Program Check (SLIN) Text element missing in a character string
Extended Frogram Check (SLIN) Text element missing in a character string
Extended Frogram Check (SLIN) Text element missing in a character string
Extended Frogram Check (SLIN) Text element missing in a character string
Critieal Statements Dynamic Programming with GENERATE ...

|Obj.  |Ex_|Contact Person  Package

PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST TOKEN 1 PROG BOAZR ZSECURITY_COURSE
ZSECURTTY TEST TOKEM 1 PROG BOAZR ZSECURITY_COURSE
ZSECURTTY TEST ABAE COMMAND PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST TOKEM 1 PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST UPDATE SET PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST UFDATE SET PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST TOKEM 2 PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST COLUMN NAME PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST TOKEM 1 PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST TOKEN 1 PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST TOKEN 1 PROG BOAZR ZSECURITY_COURSE
ZSECURTTY TEST TOKEN 2 PROG BOAZR ZSECURITY_COURSE
ZSECURTTY TEST TOKEM 2 PROG BOAZR ZSECURITY_COURSE
ZSECURTTY TEST TOKEM 2 PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST TOKEM 2 PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST UPDATE SET PROG BOAZR ZSECURITY_COURSE
ZSECURITY TEST ABAP_COMMAND PROG BOAZR ZSECURITY_COURSE

N'DD'VLO NAIXNA AN N"ITN 2
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ATC: ZSECURITY_COURSE, ZSECURITY. TEST._ABAP_COMMAND, ZSECURITY TEST_CO

@ @£
&= itory Browser ] (B3] [z apply Filter ][5 Clear filter || [ Switch filter type ][ Unresolved Findings |
= - =T =T |
&
ZSECURITY_COURSE %@ I ] Bichoose statistic_J|
7 Statistics: Check DeSCri... Prio 1 Prio 2. Prio 3
B L EE @ &) @ L= e | 2| P3|
Object Name Desc... | ~ &b Critical Statements Check ... 1
~ [ ZSECURITY_COURSE Security ¢ - 52 Dynamic Programming with GENERATE ... | Check ... 1
~ 5 Programs » &% Extended Program Check (SLIN) Check .. 4 9
» [ ZSECURITY_TEST_ABAP_COMMAND Security ¢ » &5 Search problematic SELECT * statements Check ... 3 1
¥ [ ZSECURTTY_TEST_COLUMN_NAME security ¢
¥ [ ZSECURTTY_TEST_TABLE_NAME Security t
» (1 ZSECURITY_TEST_TOKEN_1 Security ¢
+ [ ZSECURITY_TEST_TOKEN_2 Security ¢
+ [ ZSECURITY_TEST_UPDATE_SET Security ¢

—_— — —
Bl L) &0k B ) [ JEL) (T ) 5]
& Prio_ Check Title |Check Message Object Name [Obj. |Bx_|Contact Person  Package Object Responsible
3 Critical Statements Dynamic Programming with GENERATE ... ZSECURTTY TEST ABAP COMMAND PROG BOAZR ZSECURITY_COURSE BOAZR

ZSECURITY_TEST_ABAP_COMMAND Security code - abap command injection |BOAZR

Program Include ZSECURITY_TEST_ABAP_COMMAND Security code - abap command injection |BOAZR

Line Number 21

Check Title Critical Statements

Check Message Dynamic Programming with GENERATE ...

Appl. Comp. Check / Check Class | Message Code BC-ABA-LA / CL_CI_TEST_CRITICAL_STATEMENTS / 0009
Priority 3

First Found On 08.02.2022 11:29:44

Found On 08.02.2022 15:05:19

Dynamic Programming with GENERATE SUBROUTINE POOL

Finding can be suppressed with pseudo comment "#EC CI_GENERATE
Display object [Request an exemption

JIVUTIN N IRXAIY NITANADN NIPITAN NN NN N{2PTA 10 22 DNNINIRITAN A0 YU NN DRI (1700 7N
.N'ANQD NPT NNIK 7Y NIVTINN 22 DY DNNA 1720 NUAIm ,N'1aNao nuTIN A0 2V 27 7a8Ta

NN MYRN NN TR, ANDYN NININ,TIP TR 20 — AN DNIR 2V 011 YT AXIT N19INGD NUTIN 2V 7 2ANTA
1097 NWHA NWANY NNWANI NRAYN

1A NYpnl

NWAN? P2'2 Y NDN? NNAWN '1D192,ATCN NXINA N22pNNY INAY 11U 012N 11097 Nwpa wiang 0NNl
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121 M2NN 72 112V, NINTD N'ANADN RN 112U — NNNN NWPANN PIFTA NN 20 1INA7 v nwpa 72 11ay
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| Steps | | Finding
} O Exemption Scope Program Include l‘_ZSF.CﬂBIIY_TEST_ABAP_C()mND L
O Approver and Reason Program ‘ZSECUBIIY_TEST_ABAP_COHMAND |

Package [ZSECURTTY_COURSE ]
Check Message ‘Dynam\c Programming with GENERATE ... |
Check [Critical Statements |

Identity [1247526800-|
| System Information

1

Object Provider
System Group

| Apply exemption to

(#)Finding

(Program Include
(Program

(ANl Objects of Package

NYPAN RN NYPAN N2, MDA IWRAN NN 1N2) X1 0N

_

| steps | Approver
O Exemption Scope # Reason “ False Positive - finding does not apply - see justification ne
» O Approver and Reason Justification False Positive - finding does not apply - see justification
Other Reason - see justification

| Notify me by e-mail
(#)0n rejection
() 0n approval or on rejection

() Never

[&) Back [ complete |[%_cancel |

.NYHAN NWAN 01D ATCA MIX DLDP7 W, IRID 209 NININNN {12210Y 7AW 17 DY)

LA YN
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:1719'07 NIAIMANN NIYPAN 72 NIX ©an] .(Master system) QAN N2'A01 ATC N'XPTINDN T Exemptions Browser 7 Wl

ATC Exemption Browser

@ vl G

Y

Approver

|oanTEL_C3 ‘E]
Requester [ ]

Contact Person for Object | ]

Object

Object Type

Object Name

Package

Check

Check l—‘IEI

Check Message [

Approval State

In Process by Requester

Open Exemptions
"] Approved Exemptions
[_IRejected Exemptions

Last Change by Requester Within [

M|

Last Change by Approver Within |

Valid Until

:N2I'2UN NNIWA DNIMQ2N NTUA DRNNA N2IVD YN NNIN (N2 ,7907 0'NM 12NIN N2 NWHAN NN 1N

ATC: Approve / Reject Exemption

_ et | o |

(L sve o co 3 5] 62 42 oo | v | A s 0 mouor

@ In Procass by Approver (Revisad)

Finding
Package $TMP |
Program ZDANI_TEST3
Include ZDANI_TEST3
Check Extended Program Check (SLIN)
Check Message BREAK-POINT statement
Checksum -178099835)
ity and Scope
Exemption for Object "FND Finding ~]
ion for Check [FND Finding -]
Valid Until [ =
Request
Yonv a3 229N INP Last Change  [08.02.2022]
Reason OTHR Other Reason - see justification L
Justification Other reason for exemption
Approval
Approver W N2 INTT Last Change r—1
Assessment
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g | oy
I
5 Approved
Finding
=R R
Program ZDANI_TEST3
Include ZDENI_TEST3
Check Program Check (SLIN)
Check Message BREAK-POINT
Checksum —778099835 |

Granularity and Scope

tion for Object 'FND Finding ~|
Exemption for Check FND Finding ~|
valid Untl =)
Request
Requester Yoav a3 200K NP Last Change  |03.02.2022]
Reason |OTHR Other Rezson - see justiication ~
Justification

Other reason for exemption

Approver DANIEL C3 03 INIT Last Change 08.02.2022
oK




