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Phishing, spear phishing, whaling, vishing, smishing, angler phishing, catfishing and
pharming.
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Dear Technion Family

“Security is always excessive until it’s not enough” -
Robbie Sinclair

This is indeed what most people feel. Security
Imposes constrains and makes things more difficult,
so everybody dislike it. However, when a Cyber event
occurs, everybody asks why there was no more
Security.

1. Laptops
A Technion employee's laptop was recently stolen. The computer was stolen
along with the vehicle in which it was left. | would like to emphasize that it is
strictly forbidden to leave laptops as well as any other sensitive material in the
vehicle or anywhere unattended. The prohibition is absolute regardless of the
length of time the computer is left in the vehicle. Every computer and
especially a laptop must have a computer access password. Beyond the
monetary damage derived from the cost of the computer, there is a great deal
of value and risk associated with the data existing on the computer or
accessible by it. If a computer is stolen or lost, you must immediately:

a. change the passwords

b. inform your management, the IT team and the security officer.
The IT team will perform the necessary actions at the technological level and
the management together with the information security officer will assess the
potential damage and take the necessary actions according to the privacy
regulations and other possible consequences.

2. Attack on Hillel Yaffe Hospital

| assume most of us have read in the news about this hack. The hidden still
prevails over the known. At the same time the picture below illustrates how
much human error can lead to the destruction of computer systems,
regardless of the protection systems implemented in the organization. You
can see in the picture that the username and password were displayed not
only to everyone in the corridor but to everyone who watched the news on TV
that day. Every user and every unit manager must ask himself if his
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3. Phishing flavors
The term phishing has come to broadly encompass a variety of different sub-
categories of this general operational schematic:

Phishing, spear phishing, whaling, vishing, smishing, angler phishing, catfishing and
pharming. Understanding the differences can help you |identify the threat and
defend accordingly.

¢ Phishing: A phishing attack involves a malicious message sent by cyber criminals,
usually to a large swath of people. Historically, a single message could hit anywhere
from 250 to 250,000 inboxes. The aim is to manipulate persons, usually employees,
to download malware onto systems, unwittingly exfiltrated data, share credentials
and follow-through on wire fraud activities. Ninety-six percent of phishing attacks
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¢ Spear phishing and Whaling: Rather than reaching hundreds of potential targets,
these phishing schemes often focus on executives and other high-value targets. A
cybercriminal may explore executive’s social media profiles or other online
information ahead of deploying the spear phishing bait. Data leaks and privacy
abuses have created the potential for hackers to create detailed dossiers that lend
credibility to their online trickery. Spear phishers often known an individual’s name,
place of employment, job title, email address, specific information about their
professional role, and personal information about colleagues, family members or
other contacts. This enables criminals to create high quality and convincing spear
phishing lures.

¢ Vishing: Think phishing, but via phone. Using emotional appeals, cyber criminals
fabricate situations that convince callers to divulge information that they ordinarily
would not share over the phone. A scammer, for example, could pose as a CEO or
another executive, making the person on the receiving end feel as though it is
his/her obligation to hand over the requested information.
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® Smishing: The word ‘smishing’ derives from the words “SMS” and “Phishing.” In a
smishing scheme, cyber criminals send fraudulent text messages to unsuspecting
+972 54-2424025

Today
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victims. .
¢ Angler phishing: This type of phishing involves the using fake social media
accounts to impersonate the accounts belonging to real organizations. Fake account
names and handles may be just a few letters off from authentic ones. Using fake
accounts, cyber criminals can capitalize on users’ tendencies to make customer
complaints via social media. In pretending to respond to a complaint, cyber criminals
can ask individuals to provide personal information. Alternatively, angler phishers
may point people to malicious customer support pages.
e Catfishing: This involves the use of a fraudulently established personal profile on a
social networking site, designed to help hackers achieve criminal gains.
¢ Pharming attacks: In a pharming attack, a fake website masquerades as a
legitimate one. Users are then asked to enter personal details into forms or pop-ups
on the fake website, or a URL may force a user to download malicious code. There
are assorted variations on these types of attacks. The bottom line is that all are
duplicitous.

Each one of us may be a subject to any of these attacks. Be Careful.

4. Strong Authentication MFA

Today, most of us are authenticated with most of the Technion's
systems with strong authentication, i.e., MFA. Some of us use the
software installed on the smartphone and some of us receive SMS to
the smartphone. | want to explain the weaknesses of the SMS method.
Before the explanation | would like to reassure. Using SMS is better
than using only textual password. Banks, insurance and credit
companies use the SMS method. However, they do it not because it is
preferable to a widget on the smartphone but because of the simplicity
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and prevention of the need for wide user support. In their case there
are tens and hundreds of thousands of users. The use of SMS has
several disadvantages in terms of information security.

a.

b.

Your cellular carrier can see the contents of the messages
you're sending and receiving.

SMS messages can be intercepted by hackers due to
weaknesses in the rickety old protocol that powers them. This
puts financial and other accounts at risk.

It is possible to snoop on the contents of text messages.
Scammers can try to steal your cell phone number by tricking
your cellular provider’s customer service staff and get access to
your SMS messages.

SMS is just outdated technology. It clearly was not built with
privacy and security in mind, and those design decisions are still
with it today.

For now, it's best to avoid text messages if you're concerned
about your privacy or the security of your accounts.

The conclusion is that using an APP is better than SMS.
Nevertheless, using SMS is better than using a static password
without MFA.

The question from previous newsletter

1. You're just leaving your office for the day when
you stumble upon a USB stick on the
floor What do you do?

b.

c.
d.

Pick it up and plug it in to try and find an indication of whom it belongs
to, so you can return it.

Leave it where it is. It's not your problem.

Hand it to IT team for them to deal with.

Your Iucky day. Take it home and use it.

The correct answer is “c” — this way you will not harm yourself and save others from

mistakes

Moshe Glickstein - CISO

Division of Computing & Information Systems
Isaca: CISM, CISA, CDPSE

They want what you’ve got — Don't give it to them

=

TECHNION

Tel: +972 48294192

Israel Institute

of Techmology

glickstein.m@technion.ac.il \ cis.technion.ac.il



mailto:glickstein.m@technion.ac.il
http://cis.technion.ac.il/

NIV DNV NON - 11PIDVN
TECHNION -ISRAEL INSTITUTE OF TECHNOLOGY

yTm niDavni alvnn gax

New question:

Your computer has just been infected with Ransomware and the hacker is

demanding money before releasing it. What do you do?

A - Send an email to the IT guy in the office.

B - Try your best to get rid of it before anyone finds out
C - Pay the ransom. You need your files back!

D - Disconnect your computer from the network
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